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NO.1 A Network Administrator wants to deploy a Large Scale VPN solution.

The Network Administrator has chosen a GlobalProtect Satellite solution.

This configuration needs to be deployed to multiple remote offices and the Network Administrator
decides to use Panorama to deploy the configurations.

How should this be accomplished?

A. Create a Template with the appropriate IKE Gateway settings

B. Create a Template with the appropriate IPSec tunnel settings

C. Create a Device Group with the appropriate IKE Gateway settings
D. Create a Device Group with the appropriate IPSec tunnel settings
Answer: B

NO.2 Which two options are required on an M-100 appliance to configure it as a Log Collector?
(Choose two)

A. From the Panorama tab of the Panorama GUI select Log Collector mode and then commit changes
B. Enter the command request system system-mode logger then enter Y to confirm the change to
Log Collector mode.

C. From the Device tab of the Panorama GUI select Log Collector mode and then commit changes.

D. Enter the command logger-mode enable the enter Y to confirm the change to Log Collector mode.
E. Log in the Panorama CLI of the dedicated Log Collector

Answer: B,E

Explanation:
(https://www.paloaltonetworks.com/documentation/60/panorama/panorama_adminguide/set-up-
panorama/set-up-the-m-100-appliance)

NO.3 To connect the Palo Alto Networks firewall to AutoFocus, which setting must be enabled?
A. Device>Setup>Services>AutoFocus

B. Device> Setup>Management >AutoFocus

C. AutoFocus is enabled by default on the Palo Alto Networks NGFW

D. Device>Setup>WildFire>AutoFocus

E. Device>Setup> Management> Logging and Reporting Settings

Answer: B

NO.4 An administrator needs to optimize traffic to prefer business-critical applications over non-
critical applications.

QoS natively integrates with which feature to provide service quality?

A. Port Inspection

B. Certificate revocation

C. Content-ID

D. App-ID

Answer: D

NO.5 If an administrator does not possess a website's certificate, which SSL decryption mode will
allow the Palo Alto networks NGFW to inspect when users browse to HTTP(S) websites?
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A. SSL Forward Proxy

B. SSL Inbound Inspection
C. TLS Bidirectional proxy
D. SSL Outbound Inspection
Answer: B

NO.6 Which option is an IPv6 routing protocol?
A. RIPv3

B. OSPFv3

C. OSPv3

D. BGP NG

Answer: B

NO.7 A session in the Traffic log is reporting the application as "incomplete." What does
"incomplete” mean?

A. The three-way TCP handshake was observed, but the application could not be identified.

B. The three-way TCP handshake did not complete.

C. The traffic is coming across USP, and the application could not be identified.

D. Data was received but was instantly discarded because of a Deny policy was applied before App-ID
could be applied.

Answer: C

NO.8 Which URL Filtering Security Profile action logs the URL Filtering category to the URL Filtering
log?

A. Log

B. Alert

C. Allow

D. Default

Answer: B
Explanation: https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os/url-filtering/url-
filtering-profile-actions

NO.9 How are IPV6 DNS queries configured to user interface ethernet1/3?
A. Network > Virtual Router > DNS Interface

B. Objects > CustomerObjects > DNS

C. Network > Interface Mgrnt

D. Device > Setup > Services > Service Route Configuration

Answer: D

NO.10 What are two prerequisites for configuring a pair of Palo Alto Networks firewalls in an
active/passive High Availability (HA) pair? (Choose two.)

A. The firewalls must have the same set of licenses.
B. The management interfaces must to be on the same network.
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C. The peer HA1 IP address must be the same on both firewalls.
D. HA1 should be connected to HAL. Either directly or with an intermediate Layer 2 device.
Answer: AD

NO.11 An administrator creates an SSL decryption rule decrypting traffic on all ports.

The administrator also creates a Security policy rule allowing only the applications DNS, SSL, and web-
browsing.

The administrator generates three encrypted BitTorrent connections and checks the Traffic logs.
There are three entries. The first entry shows traffic dropped as application Unknown.

The next two entries show traffic allowed as application SSL.

Which action will stop the second and subsequent encrypted BitTorrent connections from being
allowed as SSL?

A. Create a decryption rule matching the encrypted BitTorrent traffic with action "No- Decrypt," and
place the rule at the top of the Decryption policy.

B. Create a Security policy rule that matches application "encrypted BitTorrent" and place the rule at
the top of the Security policy.

C. Disable the exclude cache option for the firewall.

D. Create a Decryption Profile to block traffic using unsupported cyphers, and attach the profile to
the decryption rule.

Answer: D

NO.12 A network security engineer has a requirement to allow an external server to access an
internal web server.

The internal web server must also initiate connections with the external server.

What can be done to simplify the NAT policy?

A. Configure ECMP to handle matching NAT traffic

B. Configure a NAT Policy rule with Dynamic IP and Port

C. Create a new Source NAT Policy rule that matches the existing traffic and enable the Bi- directional
option

D. Create a new Destination NAT Policy rule that matches the existing traffic and enable the Bi-
directional option

Answer: C

Explanation: https://www.paloaltonetworks.com/documentation/70/pan-os/pan-os/networking/nat-
configuration-examples

NO.13 Refer to Exhibit:
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A firewall has three PDF rules and a default route with a next hop of 172.29.19.1 that is configured in
the default VR.

A user named XX-bes a PC with a 192.168.101.10 IP address.

He makes an HTTPS connection to 172.16.10.29.

What is the next hop IP address for the HTTPS traffic from Wills PC.

A. 172.20.30.1

B. 172.20.20.1

C.172.20.10.1

D. 172.20.40.1

Answer: B

NO.14 If a template stack is assigned to a device and the stack includes three templates with
overlapping settings, which settings are published to the device when the template stack is pushed?
A. The settings assigned to the template that is on top of the stack.

B. The administrator will be promoted to choose the settings for that chosen firewall.
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C. All the settings configured in all templates.
D. Depending on the firewall location, Panorama decides with settings to send.
Answer: B

NO.15 Which two statements are correct for the out-of-box configuration for Palo Alto Networks
NGFWSs? (Choose two)

A. The devices are pre-configured with a virtual wire pair out the first two interfaces.
B. The devices are licensed and ready for deployment.

C. The management interface has an IP address of 192.168.1.1 and allows SSH and HTTPS
connections.

D. A default bidirectional rule is configured that allows Untrust zone traffic to go to the Trust zone.
E. The interface are pingable.
Answer: B,C
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