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NO.1 If a user has multiple ECS instances on Alibaba Cloud but has no professional 0&M team or is
unwilling to put efforts in O&M, the user can activate Alibaba Cloud Security Center which provides
security expert services like manual security checking, Trojan removing and hosted service
monitoring.

A. False

B. True

Answer: B

NO.2 After you activate the button Data Risk Control feature in Alibaba Cloud WAF. Which of the
following risk control verification modes m displayed if you directly request for a risk control
protection URL?

A. Image verification

B. Slider verification

C. QR code verification

D. Digit verification

Answer: B

NO.3 After opening the Task Manager in Windows, you can easily see abnormal processes whose
names do not comply with English grammar or computer naming conventions or contain random
strings. Which of the following processes may be abnormal? (Number of correct answers: 4)

A. Ikdhpec exe

B. nihao exe

C. svchost exe

D. 466363.exe

E. eeosec exe

F. RegSrvc exe

Answer: AB,D,E

NO.4 User A is the system administrator of a company, who often takes business trips to Shanghai
Each time when he remotely logs on to the Shanghai an alert is reported, prompting "Someone is
remotely logging on to the server Please pay attention to your server security” Which of the following
methods can be used to quickly and automatically resolve this issue?

A. Log on to the Alibaba Cloud Security Center, and add a frequent logon location to the
configuration item of Security Center.

B. Open a ticket immediately to consult Alibaba Cloud engineers

C. Call a friend, who is a famous hacker in the industry, for help.

D. Ask the company leaders for help

Answer: A

NO.5 Alibaba Cloud Security Center can record source IP addresses that remotely access a server,
and shield suspicious IP addresses that frequently connect to the server. During routine O&M. which
of the following functions can be used to set the IP address that are commonly used by the system
administrator'?
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A. Security group

B. Valid Login IP list

C. Frequent logon location management
D. Webshell detection

Answer: C
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